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ip—port any deny ports any precedence 10

ip—port any deny ports any precedence 20

create access—list deny102_32 udp dest 10.2.0.0/16 ip—

create access—list deny102_23 tcp dest 10.2.0.0/16 ip—

Frilll=e

port 32 source any

port 23 source any

create access—list allow10_23 tcp dest 10.0.0.0/8 ip—port 23 source any

ip—port any permit qosprofile qp4 ports any precedence 30

- create access—list allow102 ip dest 10.2.0.0/16 source 0.0.0.0/0

permit qosprofile qp3 ports any precedence 40

INHPAEIELTNSDIE

— Deny UDP port 32 and TCP port 23 traffic to the 10.2.XX network.
— All other TCP port 23 traffic destined for other 10.X.X.X networks is

permitted using QoS profile Qp4.
- All remaining traffic to 10.2.0.0 uses QoS profile Qp3.
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— create access—list <name>

|
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Ip

destination [<dest ipaddress>/<mask> | any]
source [<src ipaddress>/<src_mask> | any] [permit

{<qosprofile>} | deny]

ports [Kportlist> | any] {precedence <prec_number>}

e K, HAFYFE->THOALLN.
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#!perl

# acl extracter
#

use re 'eval’;

use strict;

my $digit = qf[0-9]};
my $upalpha al[A-Z1};
my $lowalpha = g{[a—zl};
my $ubar = ql k
my $schar = qf[;]}
my $alpha = qql{(?:$lowalphal|$upalpha)};
my $alphanum = qqf(?:$alphal$digit)};

my $alphanumub = qg{(?: $a|phanum|$ubar)};
my $alphanumsc = qq{(?:$alphanum|$schar)};

qq

my $HEAD = gr{(?:create¥s+access—list)};
my $PROTO = qq{(?:iplicmp|udpltep)};

my $name = gr{$alphanumub+};

my $ANY = afany};

my $DST = gl{destination};

my $SRC = g{source};

my $net =

ar{(?:¥d{1,3}¢.¥d{1,3]¥.¥d{1,3}¥.¥d{1,3]/¥d{1,2D};

my $target = qal{(?:$net|SANY)};
my $TYPE = oftype}

my $type = gr{$digit+};

my $CODE = gr{code};

my $code = gr{$digit+};

my $IPPRT = glip—port}:

my $ipprt = qr{(?:any|$digit+)};
my $PRTS = glports};

my $prt = gr{(?:any|$alphanumsc+)};
my $SACT = gl(?:permit|deny)}:
my $PREC = glprecedence};
my $prec = qr{$d|glt+}

my ($file,$flag %rule %rules);
sub usage();
sub hcopy($9$);

$file = shift || usage();
open IN, “<$file”;



ACLHa—FK(2/E)

while (KIN>){

%rule = ();

$flag = m<
$HEAD¥s*
($name)¥s*x (?{ $ruleNAME} = $°N D
($PROTO)¥s* (? $rulelPROTO}=$"N}
$DST¥sx*
($target)¥s*(?{ $rule[DADDR} = $°N })
(?:$IPPRT¥s*
($ipprt)¥s* (?{ $rule[DPTR} = $°N })?
$SRC¥s*
($target)¥s*(?{ $rule{SADDR} = $"N })
(?:$IPPRT¥s*

($ipprt)¥s* (?{ $rule{SPTR} = $°N D)?
(2:$TYPE¥s*

($type)¥s* (? $rule{lTYPE} =$°N})

$CODE¥s*

($code)¥s* (? $rule{CODE} = $°N h)?
($ACT)¥sx (A $rulefACT} =$'N)D
(?2:$PRTS¥s*

($prt)¥s*x (2 $rulefPRT} =§'NJ})

$PREC¥sx*

($prec)*x  (? $rulelPREC} = $°N D)?

DX;
if ($flag){ hcopy (¥%rule, ¥%rules) }

map {printf “%d,%s,%s,%s,%s,%s,%s,%s,%s,%s,%s¥n”,
$rules{$ HPREC],

$rules{$ {NAME],

$rules{$ HACT],

$rules{$ HPROTO},

$rules{$ HTYPE},

$rules{$_{CODE]},

$rules{$ HSADDR],

$rules{$ {SPTRY},

$rules{$ HDADDRY},

$rules{$ IDPTR],

$rules{$ HPRTH(sort {$a <=> $b} keys %rules);

ie,ub hcopy($$)

my ($fref $tref) = @ ;
map{$$tref($$fref[PRECIHS } = $$fref($ N(sort keys %$fref);

sub usage()

}

print "USAGE: $0 FILE¥n";
exit 1;
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:rule (
:src ( : dmz_block1 )
:dst ( : (Any :color (Blue) ) ) :track ( : Short )
:services ( : smtp : http : ftp ) :install (
:action ( : (Gateways
: (accept :type (gateways)
:type (accept) :color ("Navy Blue")
:color ("Dark green") :icon-name (icon-gateways)
:macro (RECORD_CONN) )
:icon-name (icon-accept) )
:text-rid (61463) :time ( : (Any :color (Blue) ) )
:windows-color (green) )
)
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use strict;
my ($openclose,$str);
$openclose = qr/A([NOT*(?:(??{$openclose }) [ ]*)*\)/;
while (<DATA>){
IN[M]H)(? $str = $AN })/;
while ($str =~ /($openclose)/g) {

print $1, "\n";
]
]
__END_
(a) # (a)
((a) # (a)

(b)) # (((@)(b))(d))
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ﬁ!perl $in = shift || usage();
crexpl $out = shift || fw_rule.csv’;
# checkpoint's rule extractor open IN, “<$in”:

# 1 ’

open OUT," >$out”;
{

use strict;

my ($in,$out 3str $line, @ele, $); local $/ = undef; $str = <IN>;

($ lose,$head,$rule,$src,$dst, $ser,$act, $dis); =~ :
mz (@?’Eleer,]é;z(,a@sr?:?@ds?(‘?eseir@%actg; SRR }$str S/¥s4/ /8
%openclose = C}r/(ﬁ(é([A())];k(?:(??{$openclose})['\()]*)*¥)/; $i=1:
head = qr/¥((¥S+)/: e
Srule = ar/rule ¥([ M ((Sopenclose)[Ohpxwy; e (Sstr = /Srule/e)
$src = qgr/src ¥(([O]#(?:(??$opencloseD[” O]+)*)¥)/; @rule = ($i++):
$dst = gr/dst ¥(([ ()]*(2:(??{$openc|ose})[ ()]*)i‘)¥)/; @dis = extrac£($|ine $dis):
$ser = qr/services ¥((["O]x(?:(??{$opencloseD[ O1*¥)¥)¥)/;  ggis = mapl$. = Disabled’ if ($_ eq 'true)@dis:
$act = gr/action ¥(([COI*(?:(??{$openclose])[ O1*)*)¥)/: @src = extract($line $src): B ’

$dis = gr/disabled ¥((["OI%(?:(??{$opencloseD["OI¥)*¥)¥)/;  @gst = extract($line $dst):

@ser = extract($line,$ser);
sub extract($$); @act = extract($line,$act):

sub output($$$$$$); output(¥@rule ¥@dis ¥@src ¥@dst ¥@ser ¥@act):
sub usage(): ]
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be extract($$) Fub output($$$$$9$)
my $text = shift; my ($ruleref, $disref, $srcref, $dstref, $serref, $actref) = @_;
my $tmp = shift; my ($max,$i,$ref):
my ($line,$ele, $fla,@ret); $max = (sort {$b <=> $a} (
if ($text = /$tmp/N scalar @$ruleref, scalar @$disref,
$ele = $1; scalar @$srcref, scalar @$dstref,
if ($ele =~ /$head/) scalar @$serref))[0];
$fla = $1; for $i (0 .. $max—1){
@ret = ($1); for $ref ($ruleref $disref $srcref $dstref $serref, $actref)]
} retl{J @ret; | printf OUT ("%s, ”, (defined $$ref($i])? $$refl$i] : ")
else
$fla print OUT "¥n”;

@ret = ’ep{$_ ne '’ && $_ne "Ysplit / /, $fla); }
return @ret; ]

sub usage()

R e T UL,
print “$0 IN_FILE [OUT_FILE]¥n";
exit;

}
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UDP/S4y kD&

Ethernet numbers of INTERNET (RFC1340)

hd

DST = SRC | Data 'CRC|
6 6 2 46 — 1500 4
,0800 DoD IP
0 1
01234567 8 9ABCDEF 012345678 9A B CDEF
Version | IHL | Type of Service Total Length
Identification Flags | Fragment Offset
Time to Live | Protocol Header Checksum

Source Address

Destination Address

Options

Padding

o

1

01234567 89%ABCDEF 0123456 789A B CDEF

Source Port

Destination Port

Length

Checksum

data octets ...
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0123456 7 8 9AB CDEF
ID
Q A |IT IR |R
R | Opcode |A[C|D |A Z RCODE
QDCOUNT
ANCOUNT
NSCOUNT
ARCOUNT

ID 16bit 8k All F
QR Ayt—UNERI0)MEIE(1 )IETRT
OPCODE BEROEHE, EENLERO0), FREE0), —/ REMEEQ)
AA EBEL O ERXGERIZENE S,
TC (EE A EE R AR LYEAYE—U N R ST=RIC, Ayvt—JF Y
RD BREZEDEZE
RA BIREIZE A
Z FHIEE
RCODE EEI—K, T5—7%4L0), 74— vbITS5—(1), —/\ EIZRIRE(2),
SHBINEFAMONFELELQ), REZDOMEEMW,
EZEIEEG)
QDCOUNT BREEBDIE B
ANCOUNT EIZEDIEE
NSCOUNT EREF--EXGTIEEH
ARCOUNT

ENDIEE




pack/unpackD{E LA

1

1234567 89ABCDETF 01234567 8 9A B CDEF
unpack “C”,$data & 0x80 >> 7
unpack “C”,$data & Oxc0 >> 6
unpack “C” $data & Oxf0 >> 4

A hex string (low nybble first)

A hex string (high nybble first)

A signed char value (8 bits)

An unsigned char value (8 bits)

An unsigned short in network (big—endian) order (16 bits)

Z5 Oo I

An unsigned long in network (big—endian) order (32 bits)
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* /dev/fd? ELNIT7AILEA—TULTHL
? DERRDIZOSDERTEITIKTE

RAET/NNTIrELHTITRET D
immediate = 1; /

ioct!(fd, BIOGIMMEDIATE &immedjate); ' o' DFIET—I42FTT—2

(void)strnCDy(ifr.ifr_name,"p‘cnolly /dev/pcn0 % fd [ZE8EDI+5
ifr.ifr_name[4] = '¥0’; M/ TOSREVYRE—REERFE
ioctl(fd, BIOCSETIF, (caddy- Alfr)/ T A%

ioctl(fd, BIOCPROMISC):

_ . MELI=T—2DH 1 X%#{LiE
ioctl(fd, BIOCSETF, (caddr t) & F);

ioctl(fd, BIOCGBLEN, (caddr t) & bufsize);
buf = (u_char *) malloc ((unsigned) bufsize);
cc = read(fd,(char *) buf bufsize);
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FEBEM512Byte (RFC894 DIHH)
ETHERTYPE AP (0080) A ?
A<-P[K:2]

FLEEMH14+6Byte
static struct bpf.insn insns[] = { IP Fragment offset AAILD>TLNBM ?

BPF_STMT(BPF_LD +BPF_H +BPF_ABS, 12), pc += (A & K) ? jt : jf
BPF_JUMP(BPF_JMP +BPF_JEQ +BPF K, ETHERTYPE_IP, 0, 8),
BPF_STMT(BPF_LD +BPF_H +BPF_ABS, 20),

BEHVI514+9 Byte
BPF JUMP(BPF JMP +BPF JSET+BPF K. mwww TR L Byte D (7)1 2
= —_= 2+ -
BPF STMT(BPF LD +BPF B +BPF ABS 23) po+= (A =210 7]t f
BPF JUMP(BPF JMP +BPF JEQ +BPF K. Ox11, 0, 4), S BEANS 14+ PHeaderLen + 0 Byte

S Port A% 53 /v ?
BPF_STMT(BPF_LDX +BPF.B +BPF.MSH, 14), Y X. 4% (P[KA] & Oxf )

BPF STMT(BPF LD +BPF H +BPFIND, 14) A <~ PIX+K : 2]
BPF_JUMP(BPF_JMP +BPF_JEQ +BPF K, 0x003§, 0, 1), Sz
BPF STMT(BPF RET +BPF K, wint)-1%, WX IHL

BPF_STMT(BPF_RET +BPF K, 0),
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#!/usr/bin/perl
# while(1){
use Inline C; select($rout = $rin, undef, undef, undef);
use NetPacket::Ethernet qw(:strip); @data = getdata($fd);
use NetPacket::IP; for $pac (@data){
use NetPacket::UDP; $ip = NetPacket::IP->decode(eth_strip($pac));
use Net::DNS::Packet; $udp = NetPacket::UDP->decode($ip->{data});
use strict; $pac = $udp->{data};
$dns = Net::DNS::Packet->new(\$pac);
my ($fd,$rin,$rout, @data,$pac); printf "%s:%s -> %s: %os\n%oS\N---------------em-uuv-- \n",
my ($ip,$udp,$pac,$dns); $ip->{src_ip},
$udp->{src_port},

if(($fd = prepare()) < 0){ $ip->{dest_ip},

print "Can't setup BPF\n"; $udp->{dest_port},

exit (1); $dns->print
} }

}

$rin ="; __END__
vec($rin,$d,1) = 1; _C_

print "Ready!\n";
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static struct bpf_insn insns[] = {

#include <sys/types.h> BPF_STMT(BPF_LD +BPF_H +BPF_ABS, 12),
#include <sys/time.h> BPF_JUMP(BPF_JMP +BPF JEQ +BPF_K, ETHERTYPE_IP, 0, 8),
#include <sys/socket.h>
#include <sys/ioctl.h> BPF_STMT(BPF_LD +BPF_H +BPF_ABS, 20),
#include <net/bpf.h> BPF_JUMP(BPF_JMP +BPF_JSET+BPF_K, OxIFFF, 6, 0),
#include <net/if.h>
#include <net/ethertypes.h> BPF_STMT(BPF_LD +BPF_B +BPF_ABS, 23),
#include <stdio.h> BPF_JUMP(BPF_JMP +BPF_JEQ +BPF_K, 0x11, 0, 4),
#include <fcntl.h>
#include <string.h> BPF_STMT(BPF_LDX +BPF_B +BPF_MSH, 14),
#include <stdlib.h> BPF_STMT(BPF_LD +BPF_H +BPF_IND, 14),
#include <errno.h> BPF_JUMP(BPF_JMP +BPF_JEQ +BPF_K, 0x0035,0, 1),
#define bhp ((struct bpf_hdr *)bp)
BPF_STMT(BPF_RET +BPF_K, (u_int)-1),
static int  bpf_open(void); BPF_STMT(BPF_RET +BPF K, 0),
int prepare() }
{ static struct bpf_program filter = {
int fd,immediate; sizeof insns / sizeof(insns[0]),

struct ifreq ifr; 1nsns

|
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void getdata(int fd)

fd = bpf_open();
immediate = 1;
if(loctl(fd, BIOCIMMEDIATE,&immediate) < 0){

~(3/4)

tprintf(stderr,"BIOCIMMEDIATE: %s\n",strerror(errno)); int i,cc;

return (-1);

}

(void)strncpy(ifr.ifr_name,"pcn0",4);

ifr.afr_name[4] = "\0'";

if (ioctl(fd, BIOCSETIF, (caddr_t) & ifr) < 0){
fprintf(stderr,"BIOCSETIF: %s\n",strerror(errno));
return (-2);

}

if (ioctl(fd, BIOCPROMISC) < 0){
fprintf(stderr,"BIOCPROMISC: %s\n" strerror(errno));
return (-3);

}

if (loctl(fd, BIOCSETF, (caddr_t) & filter) < 0){
fprintf(stderr,"BIOCSETF: %s\n",strerror(errno));
return (-4);

}

return fd;

u_char *buf, *bp, *ep; EHORATES
int bufsize: p
Inline_Stack_Vars;

if (ioctl(fd, BIOCGBLEN, (caddr_t) & bufsize) < 0){
fprintf(stderr,"BIOCGBLEN: %s\n",strerror(errno));

}

if((buf = (u_char *) malloc ((unsigned) bufsize)) == 0){
fprintf(stderr,"malloc: %s",strerror(errno));

}

cc = read(fd,(char *) buf,bufsize);
bp = buf;
ep = bp + cc;
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Inline_Stack Reset;

while (bp < ep){
int caplen,hdrlen; Perl COXFIZEE->TREAYIIZFED

caplen = bhp->bh_caplen;
hdrlen = bhp->bh_hdrlen;

Inline_Stack_Push(sv_2mortal(newS Vpvn(bp+hdrlen,caplen)));

bp += BPF_WORDALIGN(hdrlen + caplen);
}

Inline_Stack Done;

J
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Jdns.pl

Ready!

;; HEADER SECTION

;;1d = 44135

;;qr=1 opcode=QUERY aa=1 tc=0 rd=1
sra=1 ad=0 cd=0 rcode = NOERROR

;; qdcount = 1 ancount =2 nscount =3 arcount = 2

;; QUESTION SECTION (1 record)
;; www.perl.com. IN A

;; ANSWER SECTION (2 records)
www.perl.com. 3600 IN A
www.perl.com. 3600 IN A

208.201.239.56
208.201.239.8

NG &

;; AUTHORITY SECTION (3 records)

perl.com. 86400 IN NS ns2.xor.com.
perl.com. 86400 IN NS ns.songline.com.
perl.com. 86400 IN NS nsl.sonic.net.

;; ADDITIONAL SECTION (2 records)

ns.songline.com. 86400 IN A  208.201.239.31
nsl.sonic.net. 86400 IN A 208.201.224.11
172.16.100.11:53 -> 172.16.102.52:65490
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