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MySQL
• MySQL Server Client
• Socket

• /tmp/mysql.sock (UNIX domain socket)
• 3306/tcp (INET socket)

• Client Server Socket
DB

Socket

→ HTTP SMTP
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Client

Server Socket
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Client

Server Socket

protocol version,
server version,
thread id,
salt
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Client

Server Socket

salt password

(plain text )
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Client

Server Socket

SQL
SQL (binary) + SQL
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Client

Server Socket

SQL

SQL

Shibuya.pm TechTalks 2003-01-31 – p.4/23



Client

Server Socket
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Client

Server Socket
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Client
• UNIX or INET Socket
• Binary

• OS
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Client
• UNIX or INET Socket
• Binary

• OS
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•

•

•
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Server Socket
• Server
•
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00

• Little-endian 32bit (unsigned long)

0x28000000 → 40byte
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00

• 8bit (unsigned char)

0x0a → Version 10
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00

• ASCII
• "U0"

0x33 0x2e 0x32 0x33 0x2e 0x35 0x32 0x00 →

"3.23.52"
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
Thread ID

• Little-endian 32bit (unsigned long)

0x03000000 → 3
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00
Password Salt

• 8Byte (unsigned char[8])
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Server
28 00 00 00 0a 33 2e 32 33 2e 35 32
00 03 00 00 00 2b 21 60 44 6f 25 65
50 00 2c 00 08 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00

(
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18 00 00 01 0d 24 00 00 00 72 6f 6f
74 00 5b 4e 57 41 57 58 4c 4f 00 6d
79 73 71 6c
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18 00 00 01 0d 24 00 00 00 72 6f 6f
74 00 5b 4e 57 41 57 58 4c 4f 00 6d
79 73 71 6c

• 8bit (unsigned char)
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18 00 00 01 0d 24 00 00 00 72 6f 6f
74 00 5b 4e 57 41 57 58 4c 4f 00 6d
79 73 71 6c

• ASCII
• "U0"

0x72 0x6f 0x6f 0x74 0x00 → "root"
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18 00 00 01 0d 24 00 00 00 72 6f 6f
74 00 5b 4e 57 41 57 58 4c 4f 00 6d
79 73 71 6c
Salt Password

• ASCII
• "U0"

0x5b 0x4e 0x57 0x41 0x57 0x58 0x4c 0x4f →

"[XWAWXLO"
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18 00 00 01 0d 24 00 00 00 72 6f 6f
74 00 5b 4e 57 41 57 58 4c 4f 00 6d
79 73 71 6c

• ASCII

0x6d 0x79 0x73 0x71 0x6c → "mysql"

Shibuya.pm TechTalks 2003-01-31 – p.9/23



SQL
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SQL
1c 00 00 00 03 73 65 6c 65 63 74 20
68 6f 73 74 2c 20 75 73 65 72 20 66
72 6f 6d 20 75 73 65 72
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SQL
1c 00 00 00 03 73 65 6c 65 63 74 20
68 6f 73 74 2c 20 75 73 65 72 20 66
72 6f 6d 20 75 73 65 72

• Little-endian 32bit (unsigned long)

0x1c 0x00 0x00 0x00 → 28byte
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SQL
1c 00 00 00 03 73 65 6c 65 63 74 20
68 6f 73 74 2c 20 75 73 65 72 20 66
72 6f 6d 20 75 73 65 72

• 8bit (unsigned char)
• 0 20

• QUIT = 1
• QUERY = 3
• CHANGE_USER = 17

0x03 → Query
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SQL
1c 00 00 00 03 73 65 6c 65 63 74 20
68 6f 73 74 2c 20 75 73 65 72 20 66
72 6f 6d 20 75 73 65 72
SQL

•

• U, U0, Un, Ur, ", ’, 0x1a "U"

→ "select host, user from user"
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• SQL - SELECT
• SQL - UPDATE, INSERT
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

0x02 →
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

→ "user"
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

→ "host"
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

etc

Shibuya.pm TechTalks 2003-01-31 – p.13/23



01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

→ "user.user"
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

,

→ "localhost" "oyama"
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

,
,
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe

,
,
,
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe
9 "localhost", 5 "oyama"
13 "www.module.jp", 6 "nobody"
13 "www.module.jp", 5 "wheel"
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01 00 00 01 02 14 00 00 02 04 75 73
65 72 04 68 6f 73 74 03 3c 00 00 01
fe 03 83 40 00 14 00 00 03 04 75 73
65 72 04 75 73 65 72 03 10 00 00 01
fe 03 83 40 00 01 00 00 04 fe 10 00
00 05 09 6c 6f 63 61 6c 68 6f 73 74
05 6f 79 61 6d 61 15 00 00 06 0d 77
77 77 2e 6d 6f 64 75 6c 65 2e 6a 70
06 6e 6f 62 6f 64 79 14 00 00 07 0d
77 77 77 2e 6d 6f 64 75 6c 65 2e 6a
70 05 77 68 65 65 6c 01 00 00 08 fe
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2c 00 00 01 00 03 00 28 52 6f 77 73
20 6d 61 74 63 68 65 64 3a 20 33 20
20 43 68 61 6e 67 65 64 3a 20 33 20
20 57 61 72 6e 69 6e 67 73 3a 20 30
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2c 00 00 01 00 03 00 28 52 6f 77 73
20 6d 61 74 63 68 65 64 3a 20 33 20
20 43 68 61 6e 67 65 64 3a 20 33 20
20 57 61 72 6e 69 6e 67 73 3a 20 30
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2c 00 00 01 00 03 00 28 52 6f 77 73
20 6d 61 74 63 68 65 64 3a 20 33 20
20 43 68 61 6e 67 65 64 3a 20 33 20
20 57 61 72 6e 69 6e 67 73 3a 20 30
Insert-ID
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2c 00 00 01 00 03 00 28 52 6f 77 73
20 6d 61 74 63 68 65 64 3a 20 33 20
20 43 68 61 6e 67 65 64 3a 20 33 20
20 57 61 72 6e 69 6e 67 73 3a 20 30

0x28 → 40byte
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2c 00 00 01 00 03 00 28 52 6f 77 73
20 6d 61 74 63 68 65 64 3a 20 33 20
20 43 68 61 6e 67 65 64 3a 20 33 20
20 57 61 72 6e 69 6e 67 73 3a 20 30

→ "Rows matched: 3Un Changed:

3Un Warnings: 0"

Shibuya.pm TechTalks 2003-01-31 – p.14/23



MySQL
• ASCII

• binary Little-endian 8bit, 16bit, 24bit,
32bit

•

→ client
•
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Perl
• UNIX or INET Socket
• Little-endian 8, 16, 24, 32bit
• Password

→ tcpdump client
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Perl
• UNIX or INET Socket
• Little-endian 8, 16, 24, 32bit
• Password

→ tcpdump client
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UNIX or INET Socket
use IO::Socket;

my $mysql = IO::Socket::UNIX->new(

Type => SOCK STREAM,

Peer => ’/tmp/mysql.sock’,

);

my $mysql = IO::Socket::INET->new(

PeerAddr => $hostname,

PeerPort => 3306,

Proto => ’tcp’,

);
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Binary
pack()/unpack()/substr();

• 8bit (unsigned char)
my $number = unpack ’C’, $char8;

my $char8 = pack ’C’, $number;

• Little-Endian 16bit (unsigned short)
my $number = unpack ’v’, $short16;

my $short16 = pack ’v’, $number;

• Binary byte
my $char8 = substr $raw data, $position, 1;

my $short16 = substr $raw data, $position, 2;
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Little-endian 24bit, 32bit
• Little-endian 24bit

my $int24 = substr $packet, $position, 3;

my $number = unpack(’C’, substr $int24, 0, 1)

+ (unpack(’C’, substr $int24, 1, 1) << 8)

+ (unpack(’C’, substr $int24, 2, 1) << 16);

• Little-endian 32bit
my $int32 = substr $packet, $position, 4;

my $number = unpack ’V’, $int32;
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Password

• MySQL
( )

•

→ libmysql.c JDBC

• C to Perl Java to Perl

Perl " " ...
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Password

• MySQL
( )

•
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• C to Perl Java to Perl
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Password

• MySQL
( )

•

→ libmysql.c JDBC

• C to Perl Java to Perl

Perl " " ...
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Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )
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Password
32bit (xor, and etc..)

• Perl 32bit

→ OS int
• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )
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Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )
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Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;

→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )
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Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )

Shibuya.pm TechTalks 2003-01-31 – p.21/23



Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit

→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )

Shibuya.pm TechTalks 2003-01-31 – p.21/23



Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0
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Password
32bit (xor, and etc..)

• Perl 32bit
→ OS int

• use Math::BigInt;
→

• 32bit
→ 5.6.0 Perl 32bit

32bit 5.6.0

Perl " " ( )
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Net::MySQL, DBD::mysqlPP
100% Pure Perl MySQL

• 2002 3 25
• ( )
•
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( )
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( )
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( )
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